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Coovox: Hé théng truyén théng ndi bd

va tuong tac khach hang hiéu qua nhat
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MO hinh mot van phong
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s
WiFi SIP Extension ?ﬁ’%ﬁ
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Telecom Q ITSP
GSM (36) ! ¢ Skype for SIP
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|
Internal Network e

Analog Ext

Inernet Network

CooVox IP PBX
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- S IP phone/ Conference phone/ Softphone/ Surveillance Camera
Analog Phone/ Fax Remote extension
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Telecom GSM {3G} ITSP

M6 hinh két ndi nhiéu van phong

(({5)) % Internal Network

Analog Ext

Telecom GSM (3G) ITSP
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Analog Phone/ Fax IP phone
Internal Network %
@

Analog Ext

CooVox IP|PBX

Telecom GSM (36G) ITSP
CooVox IP|IPBX
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- V
% Internal Network

Analog Ext

CooVox IP|PBX

i ’ L\_&
Analog Phone/ Fax IP phone
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Zycoo CooVox U20/U50/U100

P3c tinh ndi bat

+ Khéng han ché s6 may nhanh
dang ky

+ Khéng phi ban quyén. Anti PRISM
+ HO Fax t&i Email/Email t&i Fax

+ HGi nghi, Phat thanh & Intercom
gilp tang nang suat cong viéc

+ Nghe xen gitp thic day tét hon
hiéu qua lam viéc

+ Giao dién Web giup st dung, quan
tri dé dang
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Thiét ké module gitp giam chi phi,
nang cao hiéu qua dau tu va st dung

CooVox U20

c WW WE. Q/ @’

CooVox U50 ’,; A ‘@P;,

> = ' 1 PRI Modul
anan mEaE . . wn. e

CooVox U100 #:

| Q-
Bl sei o =

IS R ey |
OICE DATA WEB
vy Y (I
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4,
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6.
7.
8.
9.

Cai d3t nhanh

Thiét I3p hé théng

C4u hinh dién thoai ty ddng
C4u hinh PSTN va VolP

Dinh tuyé&n cudc goi

Ghi am cudc gol

Béo cdo

Bido mit

Ty slra 18i

- ——
CooVox-U20

Cung cdp Am thanh, Hinh énh,
Di¥ liéu & Tinh di dong cho SMBs

Asterisk
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Cung cép Am thanh, Hinh énh,
Dir liéu & Tinh di déng cho SMBs

Am Thanh Hinh Anh Dir Liéu Tinh Di Péng

VIDEO VOICE DATA WEB
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5.
6.
7.
8.
9.

Cai d3t nhanh

Thiét I3p hé théng

C4u hinh dién thoai ty dong
C4u hinh PSTN va VolP

Dinh tuyé&n cudc goi

Ghi am cudc gol

Béo cdo

Bido mit

Ty slra 18i

- ——
CooVox-U20

Cung cdp Am thanh, Hinh énh,
Di¥ liéu & Tinh di dong cho SMBs

Asterisk
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e Trong phan nay, ching ta sé thdo ludn vé tirng budc dé két ndi Coovox-
U20 tdi mang cla ban.

* Ching ta sé thao luan vé:
[ Két ndi Coovox-U20 tdi mang cla ban

1 Cach truy cap giao dién Web cua Coovox-U20
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Két noi vat ly Coovox-U20

1. K&t ndi bd chuyén déi ngudn téijack 12Vdc
cla Coovox-U20. dau kia chia bd chuyén doi
) ngudn gan vao 6 cam.

(g \

Power Adapter

PSTN =] -

=N
NS

1 - !
e, L] €%
| 2. K&t ndi cdng Wan clia Coovox-U20 toi
€=/ > Switch,hub, hodc router bang cable
Router Ethernet

3. Khi Coovox-U20 khé&i ddng xong thi dén ngudn sang xanh I3, dén
LED c6ng WAN chdp xanh, dén 2 céng FXO sdng mau dé

4. K&t ndi line PSTN t&i cdng FXO cla Coovox-U20

&
&
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Truy cap giao dién WEB cua Coovox-U20

Budc 1 : K&t ndi may tinh t&i cong WAN trén U20. Thiét lap dia chi IP mdy
tinh trong pham vi 192.168.1.100.

Budc 2 : Khdi dong trinh duyét web. Dé sir dung giao dién ngudi dung , ban
can mot may tinh co Internet Explorer (phién ban 7.0 hodc cao hon) Firefox,
chorme.

Budc 3 : Nhap dia chi IP mac dinh cia U20: 192.168.1.100:9999 trén thanh
dia chi URL.

Budc 4 : Nhap tén ding nhap mac dinh I3 admin va mat khdu mac dinh 13
admin. Sau d6 nhap vao dang nhap dé vao giao dién nguwdi dung.
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1,
2.
3.
4,
5.
6.
7.
8.
9.

Cai d3t nhanh

Thiét I3p hé théng
C4u hinh méy nhénh
C4u hinh PSTN va VolP
Dinh tuyé&n cudc goi
Ghi am cudc gol

Béo cdo

Bio mét

Ty slra 18i

- E——

CooVox-U20

Cung cdp Am thanh, Hinh énh,
D liéu & Tinh di déng cho SMBs

Asterisk
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Trong phan nay ching ta sé thdo ludn Cai dat hé théng cda Coovox-U20 dé gup

chiing ta hiéu hon vé ciu hinh thiét bj nay.

Cai dat hé théng bao gobm :

g

U000 D0DO

Mang

Cai dat thoi gian
Luu trir di¥ liéu
Quan tri

Sao lwu

Reset & Reboot
Nang cap
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Cau hinh Mang

Chang ta nhap vao “Cai Dat Mang” — “Mang” - “Cai dat IPv4”

Cai dat IPv4 Cai dat IPv6 Cai dat VLAN

Thiét lap cong WAN

Giao tiép do

[Cpia chi IPV1:
[Cpia chi IPV2:

Gan IP:
Tén may:
Ena chi IP:
Mat na manag:
Cang:
DS chinh:
DNS phu:

M3t na mangVl:

Mat na mangVz:

] VIDEO

VOICE

DATA WEB
WWW.zycoo.vn




Chung ta cé thé cai dat DHCP, IP tinh, hodc PPPoE tuy vao nhu cau cla ban.

L Cai dat DHCP khi Coovox-U20 la mdt DHCP client, nd sé nhan duoc 1 dja chi IP
trong mang Lan cla ban

Cai dat IP tinh ( khuyén cdo nén sl dung)

dCai dat PPPoE khi két néi truc ti€p vdi Internet khong qua Modem
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w : VIDEO VOICE DATA WEB

D Ching ta cé thé tao ra 2 mang ao VLAN dé dé quan ly
L Nhap vao “Cai bat Mang” — “Mang” - “Cai dat VLAN”

Cai dat IPv4 Cai dat IPvE

VLAN 1

M

VLAN ID:

Bia chi IP VLAN:
M3t na mang:

VLAN 2

Mer:

VLAN ID:

Bia chi IP VLAN:
M3t na mang:
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Cai dat thoi gian

LNh&p vao “ Hé Théng” — “Cai dat thoi gian”
L Coovox-U20 cung cap kha nang diéu chinh thoi gian s&t dung mdy chd NTP Hodc
c6 thé tu cadp nhat mdi gi& cta ban
Cal dat thdi gian
Cai dat thai gian
ENTP Tu dat thdi gian

Theo NTP: pool.ntp.org
Mul gid: | Asia/Chongqing |E|

j= ~ S e =T Py
S ! X
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Zm 1 VIDEO VOICE DATA WEB

Lwu triv di¥ liéu

L Nhap vao “ Hé Théng” — “Luu Trir dir liéu”.

L Coovox-U20 c6 bd nhd trong 3G va c6 kha nang tw dong tai 1én may chd FTP theo
lich cai d3t san

FTP Luu trid dif ligu

Luu il dir héu Nhat ky luu trill di iéu

FTP Luu trit dif liéu

M [
Bia chd may chu:
Tén:
Mat_khau:
Thu muc: .
Tu dong tai |én theo ngéy:l:lzl
Théi gian bit dau tu déng thuc hién tailén:|  [=]:[ [#]

Ep tai I1&n khi dung lwgng Iuu trid vu‘c_rt:l:lzl

Luyl Hoay

T. thai: WV hiéu hda Tai IEn ngay
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Cai dat Quan tri

QTrong phan nay ching ta co thé cai dat d6i mat khau va cai dat ngdn ngi 1&i thoai
cho hé théng. Nhap vao “Hé Théng” — “Quan Tri”

QMat khau mac dinh cla Coovox-U20 méc dinh 13 “admin”. Chang t8i khuyén ban nén
thay d6i v&i mot mat khdu manh hon va dai hon. it nhat 8 ky tw ( 12 13 tot nhat) va
bao gobm chit in hoa hay ky tu dac biét

Pdi mat khau

Mat_kh3u:
Mat khau madi:
Nhap lai mat khau mai:
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Sao lvu

L Nhap vao “Hé Théng” — “sao lwu”

O Ching ta cé thé Iwu lai cdu hinh hé théng lai dé ghi gap suw c6 cé thé phuc hoi lai
cau hinh ban dau cla hé théng.

Sao luu
Sao luu Tai Ién tép sao luu
Danh sach sao luu Thu'c hién sao Iuu
TEn Mgay Ty chon
1 backup_2013nov21_175548 Mowv 21, 2013 Phuc hoi Xoa
2 backup_2013nov21_175552 Mowv 21, 2013 Phuc hoi Xoa
3 backup_2013nov21_175556 Mov 21, 2013 Phuc hoi Xoa
4 backup_2013nov21_175601 Mov 21, 2013 Phuc hoi Xoa

Zm 1 VIDEO VOICE DATA WEB
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Pat lai & Khoi dong lai

Ban c6 thé khdi dong lai hodc dat lai mac dinh ban dau cla nha san xuat hodc khoi
dong lai hé théng

Cau hinh mac dinh caa NSX
Canh bao: Phuc hdi cau hinh NSX sé& x6a tat ca di ligu cau hinh hién tai trén hé thdng!

C3u hinh mac dinh clia NSX

Khai dong lai

Canh bao: Khdi ddng lai hé théng s& ngat t3t ca cac cudc goi hién dang dam thoai!

Khdi dong lai
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NAang cap

Nhap vao “Hé Théng” — “Nang Cap”. Chung ta cd thé nang cap qua WEB hodc
nang cap qua may chd TFTP

Goi ndang cap he thong
@Nang c3p qua WEB )Nang cap qua TFTP

Khéi phuc lai c3u hinh mac dinh:[C]
Vui léng chon tép dé tai lén: | Chon Tep tin | Khdng co tép nao dugc chon

Tai lén
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O Trong chwong nay ching ta sé& thao luan vé cai dat cadc may nhanh cho
Coovox-U20:

O Téng dai IP Zycoo Coovox-U20 hd tro SIP/IAX2 va may nhanh Twong
tw, ho tro cau hinh hang loat “Lé NSD md&i" ngwdi dung, cau hinh cac
may nhanh tir trang nay: [Co ban] — [May nhanh]

Tai lén/Tai v& May nhanh

May nhanh: Tim ki€m| Hién t3t ca

NSD madi LG NSD mdi  Xda NSD d3 chon

May nhanh

] Tén May nhanh CongG.thdc  K.hoach Q.s8 54 chi goira  Toy chon
] 1 |2o0 800 - SIP  DialPlani S(ra
O 2 [so1 801 - SIP  DialPlani S(ra
O 2 [so2 802 - SIP  DialPlani S(ra
]| a4 |so3 803 - SIP  DialPlani Sira
] 5 804 804 - SIP  DialPlani Sira
]| & 805 805 - SIP  DialPlani Sira
] 7 806 806 - SIP  DialPlanl Sira
]| & 807 807 - SIP  DialPlani Sia
]| o 208 808 - SIP  DialPlani S(ra
O] | 10 [209 809 - SIP  DialPlani S(ra

DATA
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O Chon giao thirc SIP hoac IAX2
d Tén: tén nguwdi str dung

A May nhanh: sb dwoc két nbi toi
dién thoai

Q Mat_khau: mac dinh & mat
khau kha manh

Q P.thoai T.tw: chon cho 2 céng
FXO

O Thw thoai: chon hdp thuw thoai

O Mat khdu VM: mat khau thw
thoai

 Cho phép nghe lén
O H6 tro nhiéu chuan am thanh.

- M.nhanh d.déng: [
. Cau hinh VoIP

Mdi

Tong quat
SIP: IAXZ: [
Tén: 210 May nhanh: 210
Mat_khau: KW 3mlUMyk Sd chu goi ra:
k.hoach Q.sd: | DialPlanil E| B.thoai T.tu: MNone E|
Thu thoai
| Thur thoai: mat kh3u vM: 1234
EGERUGE [ Email{Fax,/vM):
- Tuy chon khac
! T.nhap web: G.dich vién: [[] Che cudc goi:
| Giam sat: [[]  Nhém tiép nhan: | 0[«]

54 m.nhanh d.48ng:

| NAT: Transport: UDP [+] SRTP:[]
- Hinh thirc DTMF: | RFC2833 [+ ] Permit IP:
Tay bién Video
Goi c6 Video: [
H.261[ H.263 [ H.263+ [ H.264
Codec Audio
Malaw Flulaw [[s.722 Me.729 [Ds.726 Elesm Clspeex

L
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Néu ban mubdn tao hang loat ngw®i ding, vui long nhan “Tai 1én/Tai vé May

nhanh” dé di t&i trang cau hinh sau

Mdy nhdnh Tai |én/Tai v& May nhanh

Tai lén may nhanh
Chon tép d&€ tai l&én: | Choose File | Mo file chosen

Tai l1én

Tai vé mau may nhanh
Mau cac may nhanh

Mh3p chudt vao day dé& Tai v& Tép mau (.csv)
Nh3p chudt vao day d& Tai wva Tép mau (.txt)

Tai vé cac may nhanh({.csv)

Tai v& cac may nhanh

VIDEO

VOICE

DATA WEB
WWW.zycoo.vn




3 Vui long tai xubng tép mau tlr menu “tai xubng may nhanh mau”, thém sb
may nhanh vao tép va lwu chung lai nhw dang mau, sau dé chon tép s6 may
nhanh ma ban mudn tai Ién hé thong.

@ Ban ciing c6 thé tai xudng tép “Cac s6 may nhanh” bang cach nhan vao “tai
xuong may nhanh”.
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Trong phan nay chdng ta sé thdo luan vé két n6i PSTN va VolIP cia Coovox-
U20 va lam thé nao dé thiét 1ap hé thong dién thoai véi cac thong s khac nhau
dé yéu cau nha cung cap cua ban
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Cau hinh PSTN

Chung ta nhép vao “Co ban” — “Trung ké” - “Trung k& FXO/GMS”

Tao mdi trung ké FX0O/GSM 4

Ma ta:
Braong day C.O:
Tign to:
Tay chon ndng cao
Phuong thic goi: | Tuan tw E|
Do tin hiéu ban: | Yes [ Bpém: 3
A.luong vao: 40% |=| Aluongra:|40% [=|
Tién trinh goi: No |+ Mui t. trinh: | US [=]
M3u t.higu ban: Ngén_nglr: | M3c dinh [«

Tra i khi Do cut: |No =]
G.may khi Bao cuc: | No E|
Tu déng phat hién tin hiéu fax:[]

Lo (Huy
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0 M6 ta : Binh nghia md ta dwong trung ké PSTN
0 Coéng : chon cdng 1 hodc 2 trén Coovox-U20 dé két nbi voi PSTN
O Tién t6 : 14 sé dwoc bam trwdc khi nhap sb goi ra ngoai

Q Phwong thirc : Iwa chon nay dé cai dat s dung cdng Analog lam trung
két nhw thé nao

Thir tw: dé chon kénh Analog khéng ban

Thir tw dao ngwoc : dé chon kénh Analog khéng ban

Thir tw quay vong : si dung tim kiém vong tron, bat dau tir kénh tiép theo

Tuan hoan ngwore: st dung tim kiém vong tron, bat dau to kénh truwée

Q Phat hién tin hiéu ban: tinh nang nay dwoc st dung khi thiét bj dau cudi
gac may hoac co tin hiéu ban

a Dém lan tin hiéu ban: khi phat hiéu tin hiéu ban duoc kich hoat, ban c6
the thiét 1ap so6 Ian tin hiéu ban trwéc khi treo may, mac dinh la 3

Q Tra I&i khi tin hiéu dao cwe: khi thwe hién cudc goi bén dau bén kia nhac
may sé gay ra tin hiéu dao cwc dwoc dung cho muc dich thanh toan cuwérc.
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Cau hinh SIP TRUNK , ,
Chdng ta nhap vao “co ban” — “trung ké” - “trung ké VolP”

Tao mdi Trung ké VoIP X

Mo ta:

G.thuic: SIP |
I May chu: ;5060

S4 kénh tdi da™: 0

Tien ta:

S& chu goi:

[Ckhéng can xac thuc

Tén:
| Tén xac thuc:

Mat_kh3u:

|:|T|"J15.|r chon nang cao

Lyl Huy
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0 M6 ta : Pinh nghia mé ta dwdng trung ké VolP
0 Giao thire : chon giao thirc SIP
0 May chu : c6 thé nhap dia chi IP hodc tén mién

0 S6 kénh to6i da : diéu khién cac kénh di ra bén ngoai ( cac cudc goi dong
thdi) cac cubc goi vao khong dwoc tinh.

O Tién t6 : s6 dwoc thém vao trwde khi quay s, khi str dung trung ké nay

Q 86 chi goi : xac dinh so chli goi ra ngoai khi thwc hién cudc goi di trén
trung ké nay. Khi thiét 1ap nay dwoc thwe hién sé ghi dé 1én sbé ngudi goi &
thiét 1ap may nhanh.
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O Trong phan nay chuing ta sé thao luan vé dinh tuyén cudc goi cho Coovox-U20.
@ Phan dinh tuyén cudc goi bao gom:

= Tuyén goi ra

= Tuyén goi vao

= Dinh tuyén tinh

= Diéu kién thoi gian

= Quay sb nhanh

= Goi lai

= DID thGng minh
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Tuyén goi ra

DPAau tién tao luat quay sd. Nhap vao “Co ban” - “Tuyén goi ra’- “Luat Q.sb”

ot Tl 1 - e L 1N o Sl

Ludt Q.50 mdadi 4
Tén luat:
B& PIN: [
B3t cudc gol nay qua:
gsmiFX0/G5M) - "
E
E
Trung ké cé san Trung ké du'cc chon

M3u tiy chinh:

Z Batkysdnaotlr1tdio
N B3t ky sé nao tr2 tdi 9
X B3atkysdnaotlr0tdi9
Bat ky so chl 56 thém vao
X0a  chdsd tiegn &6 phia trudc va chir s6 tu' thém truiac khi
quay

Lot [Hury
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Phan nay cho chudng ta thiét 1ap diéu khién cac tuyén goi ra:

OTén luat: tao mot tén luat quay s6 maoi
O MAa PIN: néu ban can dé quan Iy nhém goi ra ngoai, bAm ma PIN trwdc khi goi
O Pat cudc goi qua: cho phép lwa chon trung ké cho luat quay sé nay

O Thuat tuy bién: bat dau bang ky tw “ 7 . N la sb tlr 2-9, Z la sb tir 1-9,X 1a sb
ttr 0-9, .1a 1 s hodc nhiéu sb

O Xo6a [ ] chir so6 tién t6: néu xoa 1 sb tién td, khi quay 12345 thi 2345 sé duoc
guri di

O Thém [ ] s6 trwée khi quay : néu thém 1 sé trwdce khi quay, khi quay 2345 thi
1 duoc tw déng thém vao thanh 12345 trwdc khi gl di
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Tao ke hoach quay s6 .Chlng ta nhap vao “co ban” — “Tuyén goi ra’
“K.hoach Q.s6”. Thém luat dwoc tao chi cac ké hoach quay so

K.hoach Q.50 mdi 4

Tén K.hoach Q.s4: DialPlan2
—GEom ca luat gol ra ngoai

—GEom ca luat goi ndi bo

[MiMay nhanh

#INghe gidam sat
MIThoai héi nghi

[¥INhom &6 chudng
Wivr

[¥Hang dai C.goi

¥lPhat thanh & Intercom
[¥Thu muc

Wib1sa

DGci_p stn

Loty [Huy
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Tuyén goi vao

Nhap vao “Diéu khién goi dén”-” Tuyén goi vao”

Tif cac kénh Tuong tu

Chudng dac biét:
Bich: Chuyén tadi IVR E| working time E|

T cac kénh VoIP

Chudng dac biét:
Bich: Chuyén tai IVR |=| | working time |«

Khi c6 mét cude goi vao tir mot trung ké (VolP/Tuwong tw), nd c6 thé dwoc
chuyén téi mét mét sd6 may nhanh, mét hang doi, phong héi thoai hoac IVR.
Ban c6 thé chon dwa trén yéu cau cua ban
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Piéu kién thei gian

Tao céac diéu kién thdi gian nhw, gi®r 1am viéc, gid nghi, nghi ...

Ludat T.gian mdadi 4

Tén luat:
Piéu kién Ngay & Gid
T.gian bat dau: =] : |=| T.gian k&t thic: E |=|
Tir tht: |=|Dén thir: |
T ngay: E|Elé'r‘| ngay: E|
T thang: E|Elé'n thang: E|
Pich

néu thadi gian khap:
néu thai gian khdng khap:

][]

Luiu
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m ~ VIDEO VOICE DATA WEB

Quay sd nhanh

Quay 50 nhanh

Tién £t Quay s nhanh: =99
Lutal [Hoy

Danh sach Quay sd nhanh Tao mdi Quay sd nhanh

S8 ngudn S4 dich Tay chon
Chua cd Quay s6 nhanh naol
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w "~ VIDEO VOICE DATA WEB

DID théong minh

DID thong minh

Ma: [
Lutl [Huy
Danh sach luat DID thong minh Tao luat DID thdng minh madi
M3u BA Thém vao trudc Tay chon
1 9011 1 2 Sra ¥oa
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Goi lai

Nhap vao “nang cao” — “goi lai”. Néu ta cai dat bam so 9 trwde khi goi ra
ngoai. Thi khi c6 s6 bén ngoai goi vao va ta muodn goi lai thi tong dai tw
déng thém s6 9 trwdc khi goi nhanh lai

Cai dat so Goi lai

M
Bo: O chif s truidgc khi quay

Thém vao trudc: 9 truac khi quay
K.hoach g.sd: | DialPlani =

Ly

Danh sach S0 Goi lai Tao madi S4 Goi lai

Sa dich Toy chon

S0 Gol lal
Chura co 54 Gol lai nao!

220D
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Cai d3t nhanh

Thiét I3p hé théng

C4u hinh dién thoai ty dong
C4u hinh PSTN va VolIP

Dinh tuy&n cudc goi

Ghi am cudc goi

B4do cdo

Bao mit

Ty stra 18i

- ——
CooVox-U20

Cung cdp Am thanh, Hinh énh,
Di¥ liéu & Tinh di dong cho SMBs

Asterisk
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Trong phan nay ching ta sé thdo luan ghi &m cudc goi dén va di cla
Coovox-U20

@ May nhanh: chon cac may nhanh dé ghi am
O The&i gian ghi am cudc goi: cai dat thoai gian ghi am

O Cai dat ghi am cudc goi: Ghi am cudc goi vao hoac ra

Tao moi Ghi am cudc goi X

M&y nhanh:| 802 (802) =
Thai gian ghi dm cudc goi

Ludin ludn ghi &m:¥
Th.gian b.dau: : Th.gian k.thac:
Ngay b.d3u: Magay k.thuc:
Cai dat ghi am cudc goi

Ghi am cudc goi vao: ¥ Ghi dm cudc goira: ¥
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Danh sach ghi am

Nhap vao “b&o céo” — “danh sach ghi &m” sé& hién thi danh séch ghi am
cla may nhanh , phong héi nghi hoac bat ky may nao nhan phim chic
nang *1 dé ghi am.

Ghi am cudc goi Thoai hoi nghi

May nhanh: 803 |« | X0a

Mgay b.dau:|Thg & |=||13|»=||2013|~| Ngay k.thac:|Thge |=| 13 |=||2013 |~ | LocC

Danh sach cac tép ghi am X0a muc vira chon

S& chu goi 56 dich Ngay Tuy chon
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Cai d3t nhanh

Thiét I3p hé théng

C4u hinh dién thoai ty dong
C4u hinh PSTN va VolP

Dinh tuyé&n cudc goi

Ghi am cudc gol

Bdo cdo

Bao mit

Ty slra 18i

- ——
CooVox-U20

Cung cdp Am thanh, Hinh énh,
Di¥ liéu & Tinh di dong cho SMBs

Asterisk
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Danh sach ghi am

ANhan [B&o céo] > [D.sach ghi am]
OKiém tra mot may nhanh chi dinh vé ghi am, thoai hdi nghi tai day va cé thé

x6a ching néu ban mudn.

[Ghi @m cubc goil:
Nhan nut ghi am

Thoai hdr ngha

May nhanh:| [=]| ¥oa

22 |=|| 2013 |=| LoOC

Bén ngay: Thg 11 |«

T ngay:

Xoa muc chon

Danh sach cac tép ghi am
Mgay Tay chon

S& chu goi CID  Sé bi goi

i VIDEO VOICE DATA WEB
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[Thoai hdi nghi]:

Ghi 3am cudc gol Nh3n nat ghi am

T ngay: Thg 11 |« | 22 |=| 2013 | = Bén ngay: Thg 11 (=] 22 =] 2013 |+ | Loc
Danh sach cac tép ghi am thoai hdi nghi o3 muc chon Aoa tat ca
Phong thoai hdi nghi Magay Tay chon

[Nhan nat ghi am]

Ghi 3m cudc goi Thoai hdl nghi

May nhanh: || ¥o0a

T ngay: Thg 11 (= || 22 [=]|| 2013 |~ Bén ngay: Thg 11 (= || 22 [« || 2013 |« | |LoC

Danh sach cac tép ghi am #oa muc chon

S& chi goi CID  SE bi goi Ngay Tay chon

m : VIDEO VOICE DATA WEB
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Nhat ky cudc goi

Kiém tra nhat ky cudc goi theo Sé chii goi CID hodc Sb bi goi. Nhan [Béao
cado] -> [Nhatky cudc goi] :

Mhat kv cudc goi

Tir ngay: Thg 11 [« 22 [+] 2013 [+] Truging: S& chul goi CID [+ Loc
£&n ngay: Thg 11 =] |22 [=|| 2013 [~] Tai v& Xoa
T.gian c.goi bit dau 5§ chii goi CID S5 bi goi M& TK lUUJgh(Ziiém S&p loai
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Nhat ky hé thong

Nhan [Bao cdo] -> [Nhatky hé thong] , ban c6 thé tai vé hodc xda
nhat ky hé thong.

Nhat ky hé thong

Ma Nhat ky hé thdnag: Md nhat ky PBX:
Md nhat ky g 10i PBX: Mad nhat ky truy nhap:

Lu
Danh sach
nhat Tal vé& muc vira chon ¥oa muc chon
ey
(] Tén Kigu Tuy chon
[l 1 debug.log Debug Log Xoa Talve
[l 2 login200701.log Login Log Xoa Tal ve
[E 3 pbx20070110.log PBX Log Koal Tal ve
[l 4 sys20070110.log System Log HKoa Tal vé

WWW.zycoo.vn



'
2.
3.
4,
5.
6.
7.
8.
9.

Cai d3t nhanh

Thiét I3p hé théng

C4u hinh dién thoai ty dong
C4u hinh PSTN va VolP

Dinh tuyé&n cudc goi

Ghi am cudc gol

Béo cdo

Bio m§t

Ty stra 16i

- ——
CooVox-U20

Cung cdp Am thanh, Hinh énh,
Di¥ liéu & Tinh di dong cho SMBs

Asterisk
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Trong phan nay chidng ta sé thao luan van dé bao mat ctia Coovox-U20
= Nguy co vé bao mat

= Bdo mat hé thdng/mang

= Bao mat VolP

WWW.zZyC00.vh



Cac nguy co vé bao mat
0 Quét may nhanh
O Hack dién thoai (bang cach kham pha mat khau may nhanh)
O Céc cudc tan cdng Man-In-The-Middle
@ Tan cong tr chdi dich vu “DoS”(str dung M&i/Dang ky)
O Phién thao tac (chuyén hwéng, pha bd, chiém quyén diéu khién...)
O Thiét bi khéi dong lai (st dung tin nhan Théng bao/ kiém tra ddng bo)

QA Thuw rac trén dién thoai (nhw A&m thanh khéng mong mudn gli t&i dién
thoai hoac hop thw thoai

Cac 16 hong bao mat
O céc thiét bj khdng xac thwe 1An nhau
Q Giao thirc SIP la giao thirc van ban don gian, khéng c6 ma héa

0 Giao thuwc RTP khéng méa hoa
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Bao mat hé thong mang

O Twéng Ira: st dung twong Iva IPTABLE dé gidi han nhivng ké tan
cong twr internet co6 thé tiép can mang cua ban. Va dé kiém soat dir liéu
vao /ra.

0 Mat khau : khdng dé mat khéy mé&c dinh cho bat ki hé thdng mang
cda ban. Thay dbi no trwdc khi cu hinh( téi thiéu 1a 8 ki tw bao gdm ca
chir hoa/thwdng, chir s6 va ky tw dac biét.

Q VPN: S dung VPN dé ma héa néu truy cap tir xa.

O Giao dién quén ly: giao dién quan Iy can dwoc ddm béo sau twong
ICba va truy cap tir xa théng qua VPN. St dung giao thirc HTTPS thay
HTTP, SSH... khdng s&r dung cac cong mac dinh cho giao thirc.

O Nang céap: luén luén cap nhat cac ban fimware méi nhat trong dé
bao gbm cac ban s 16i.

O Sao Iwu: thwe hién sao lwu thwérng xuyén dé co co sé phuc hoi lai
hé thong cua ban khi c6 truc trac xay ra

O B&o céo hé thdng: c6 thé theo dbi nhat ky hé théng
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Bao mat VolP

Q Mat khau: Coovox-U20 tao ra mét khau manh cho mdi may nhanh,
néu ban quyét dinh thay déi mat khau nay thi phai st dung mot mat
khau manh.

0 Céac cdng : mac dinh céng SIP 1a 5060, ban cé thé xem xét dé thay
doi no tranh cac cong quét va tin tac. Cong IAX mac dinh la 4569 ta
cling co the thay doi.

3 van chuyén SIP: s dung TLS (Giay chirng nhan) khi co thé thay vi
str dung SIP trén UDP/TCP, cong TLS la 5061 ban c6 thé xem xét de
thay doi.

0 Pam bao giao thirc RTP: st dung SRTP khi c6 thé thay vi RTP dé
tranh tin tac nghe trdm thong tin lién lac cua ban.

Q bieu khién va cho phép cudc goi: ban cé thé tao ma PIN dé thiét lap
quyén cho ngwdi st dung theo tirng loai hinh cu thé cua cudc goi (ndi
bd, dia phwong, qubc té...).
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Cai d3t nhanh

Thiét I3p hé théng

C4u hinh dién thoai ty dong
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Dinh tuyé&n cudc goi

Ghi am cudc gol

Béo cdo

Bido mit
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Q Trong phan nay chiing ta sé thao luan vé chirc ndng tw stra 16i cho Coovox-U20.
O Phan dinh tuyén cudc goi bao gém:

* Ping

= Tracerouter
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Ping
ONhéap vao “Cai dat mang” — “xt Iy sw cb” - “ping”.

dPing 1& mét tién ich dé quan tri mang kiém tralkét ndi may chu va thoi
gian goi tin hiéu di tw nguon t&i dich va tré lai het bao nhiéu. N6 thwong
dwoc dung nhw cong cu dau tién khi bi sw co.

IIIEHH!IIIIIIIHH%%HHHE!III

Ping 10.0.0.12 Packets: 4 Chay| DUng

PING 10.0.0.12 (10.
64 bytes from 10.0.
64 bytes from 10.0.
64 bytes from 10.0.
64 bytes from 10.0.

.12): 56 data bytes

! zeqgq=0 ttl=f4 tCime=1.530 m=
: seg=l ttl=64 time=1.005 m=
: seg=2 ttl=64 time=0.3972 nm=
! 2eg=3 ttl=64 time=0.229 m=

SR =R =R =
s O
Fd PR3 BRI R

——— 10.0.0.12 ping =statistics ——-—
4 packets transmitted, 4 packets receiwved, 0% packet loss
round-trip min/avg/max = 0.8289/1.084/1.530 m=s
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Traceroute

Chlng ta nhap vao “Cai dat mang” — “x ly sw cd” - “traceroute”. Puoc st
dung de hién thi cac dwdng dan la lwu lvong di téi dich

IIIIIHHHIIIIIIIIHHHH%HHHHIIII

Traceroute 10 g.0.12 Chay| Diing

traceroute to 10.0.0.12 (10.0.0.12), 30 hops max, 38 byvte packets
1l 10.0.0.12 (10.0.0.12) 1.439 m= 3.340 m= 1.032 m=s
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The End
Thank you very much




